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Cryptographic applications of the tropical Linde-de-la Puente matrix
PAN Ge yang, HUANG Hua wei, JIANG Xin
(College of Mathematical Sciences,Guizhou Normal University,Guiyang, 550025,China)

Abstract: In recent years, some cryptographic researchers have proposed public key cryptography based on tropical algebraic
semirings.For example,Grigoriev and Shpilrain have proposed several schemes concerning tropical semirings, but the schemes
they designed have security flaws. In order to address the shortcomings concerning their design scheme, a new class of tropical
semiring key exchange protocols and public key cryptosystems will be designed in the form of a new tropical Linde-de-la Puente
matrix.The security of this protocol can be reduced to the NP-hard problem of solving tropical nonlinear systems of integer equ
ations. Since the private key matrix cannot be represented linearly by a known matrix and is therefore resistant to KU attacks,
the cryptosystem does not use tropical matrix addition operations and is therefore similarly resistant to RM attacks, outperforming
Grigoriev and Shpilrain's scheme in terms of resistance to adversary attacks.
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